CentOS SELinux“Settings

SELinux

Security-Enhanced Linux (SELinux) settings security

[ root @i skinler.com~]# setsebool -P antivirus_can_scan_system 1

[ root @i skinler.com~]# getsebool nanmed_di sabl e_trans
naned_di sabl e_trans --> off

[root @i skinler.com~]# setsebool naned_di sable trans 1

[ root @i skinler.com~]# getsebool nanmed_di sabl e_trans
naned_di sabl e_trans --> on

If you get
#2016/ 04/ 01 19:20:45 [error] 16415#0: *16 connect() failed (111: Connection refused) while connecting

Running this fixed my problem:
[ root @i skinler.com~]# setsebool -P httpd_can_network _connect 1

[ root @i skinler.com~/]# getenforce
Enf or ci ng

[ root @i skinler.com~/]# setenforce 0
[ root @i skinler.com~/]# getenforce
Per m ssi ve

[ root @i skinler.com~/]# cat /etc/selinux/config

# This file controls the state of SELinux on the system
# SELI NUX= can take one of these three val ues:

# enforcing - SELinux security policy is enforced.
# perm ssive - SELinux prints warnings instead of enforcing.
# di sabl ed - No SELinux policy is |oaded.

#SELI NUX=enf or ci ng

SELI NUX=di sabl ed

# SELI NUXTYPE= can take one of three two val ues:

# targeted - Targeted processes are protected,

# m ni mum - Mdification of targeted policy. Only sel ected processes are protected.
ms - Milti Level Security protection.

SELI NUXTYPE=t ar get ed

To get all settings

[ root @i skinler.com~/]# getsebool -a

# antivirus_can_scan_system--> on
Cr#abed iWedudugsa, R0L6-8:83®PM by Ahmet Faruk Biskinler
Latt Qﬁidﬁt‘é@i RIS SVA & QETWLE dap30-PMUY Ahmet Faruk Biskinler
thl ogi n_radi us --
# aut hl ogl n_yubi key --> off


https://www.biskinler.com/search/all?term=[SELinux]
https://www.biskinler.com/search/all?term=[security]

